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Abstract of the contribution: The following contribution presents a solution against UE tracking based on a special deployment not relying on the LTE-Uu reference point.
1 Introduction 

This contribution describes a solution against UE tracking with V2V/V2I communication. The solution is based on the observations made in a companion contribution.

2 Proposal

It is proposed to approve the following changes for inclusion in TS 33.885.
3 pCR 

***
BEGIN CHANGES
***

6.X
Solution against V2X UE tracking based on PC5 autonomous mode 
6.X.1
Addressed key issues 
This solution addresses KI#7 on Vehicle UE privacy.

6.X.2
Justification of the solution 
TS 23.285 clause 4.1 describes two modes of operation for V2V/V2I communication, namely over the PC5 and over LTE-Uu. LTE-Uu can be unicast and/or MBMS. These two operation modes may be used by a UE independently for transmission and reception, e.g. a UE can use MBMS for reception without using LTE-Uu for transmission. A UE may also receive V2X messages via LTE-Uu unicast downlink.
PC5 supports both IP and non-IP based communication. TS 23.285 clause 4.5.1 describes that when IP based V2X messages are supported, the UE auto-configures a link local IPv6 address to be used as the source IP address, as defined in clause 4.5.3 of TS 23.303. In addition, the UE self-assigns the Layer-2 ID.
6.X.3
Description of the solution

In region where strong privacy rules apply, it is proposed to operate V2V/V2I communication solely over the P5 interface in autonomous mode. For IP based communication, it is proposed that the source IP address is randomized and regularly changed for example as specified in RFC 3041. 

In addition, it is proposed that the source Layer-2 ID is randomized and regularly changed as well. In particular, for IP based communication, both layer identifiers need to be changed simultaneously.

In case pseudonyms are used in the V2X application layer, it is proposed that the identifier changes in the underlying transport layers (IP and Layer-2) are synchronized with the changes of the application pseudonyms.

Editor’s Note: Depending on the final security solution, the last feature might not be required.

6.X.4
Evaluation

TBD
***
END OF CHANGES
***
